Kotak Rewards Login Process Document
This document explains the complete login process for Kotak Rewards in a functional manner. It covers both SSO login from Kotak channels and normal browser login, without technical code-level details. 
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2. Login Channels
	Login Type
	Used For
	Customer Experience

	SSO Login
	811 App, Mobile Banking, Net Banking
	Customer comes from an already trusted Kotak channel and is moved into Kotak Rewards without manually entering OTP again on the rewards portal.

	Web Login
	Normal browser access
	Customer enters CRN, receives OTP, validates OTP, and then enters Kotak Rewards.


3. SSO Login Process
1. Customer opens a Kotak application such as 811 App, Mobile Banking, or Net Banking. 
2. The customer selects the Rewards option. 
3. The request is sent from the respective Kotak application to the SSO Login application (ER). 
4. In the SSO Login application, validation is performed using the appropriate API based on the source Kotak application. 
5. If validation is successful, the user is redirected to the Rewards application; otherwise, the user is redirected to the browser login page. 
4. Web Login Process
1. Customer opens Kotak Rewards from a browser.
2. The customer enters the CRN.
3. The system validates the CRN format.
4.  An OTP is generated and sent to the customer via the configured SMS/email process. 
5. The customer enters the OTP. 
6. The system validates whether the OTP is correct and within the allowed time. 
7. If the OTP is correct, the customer is redirected to the Rewards application. 
8. If the OTP is incorrect, the failed attempt count is updated. If the failed attempt count reaches the configured limit, the customer account is locked for 24 hours.


